CM203 Digital Forensics I — Unit 11 - Washburn University — page 1 of 23

Unit 11 — The NTFS File System

Unit 11.1 — Introduction

According to some sources the “NT” in “Windows-NT” stood for “new technologies”. With Windows
NT came NTFS, the new technologies file system. It represented a great departure from its
predecessors, with many advantages and new features. Here are some:

» per file ownership and access permissions

* multiple names for each directory or file

* journaling (no need for a file system check if not shut down gracefully)

* alternate data streams (more than one set of clusters for a given file name)
* gobs of metadata

* ability to store small files without allocating any clusters

* data runs/extents (saves lots of space for contiguous files)

» directory B-trees (for very efficient searching)

» support for sparse files (relatively few clusters actually stored)

With the new features came new complexity. Compared to FAT32, NTFS is very complicated. But,
with the proper tools it is manageable. Microsoft has not yet published all the details of NTFS, so

much of this information is speculative. Brian Carrier's book File System Forensic Analysis (ISBN: 0-
321-26817-2) is an excellent source.

Unit 11.2 — Common Features of File Systems

Before we get into the details of the NTFS file system let's remind ourselves of some of the features all
file systems have.

All file systems have...

1. A group of blocks, usually 4 kB (4096 bytes) in size (but other sizes are possible). These
blocks are used to store new directories and files as needed.

2. A scheme to keep track of which block are used and which are unused.

3. An initial sector that describes where to find the root directory and how big the various tables
that keep track of things are.

4. A directory structure that starts with the root directory. The root directory can store files and
subdirectories within it.
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5. A way to record which blocks belong to a particular file or directory.

Unit 11.3 — The BIOS Parameter Block (BPB)

The first sector of an NTFS partition contains the Bios Parameter Block (BPB). It gives information
such as the number of sectors per cluster, the start of the first set of MFT entries, the size of MFT
entries and INDX clusters as well as a serial number for the volume. It may also contain bootloader
code.

Below is a screenshot of the BPB for an NTFS partition.

v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View | Search |

<256 || <16 || = || e || 16- || 256> |

ect: 0 (Clust: 0)
B 1 2 3 45 6 7 89 ABCDEF

| = || = || BIOS Parameter Block || Root Directory | :

¢ BIOS Parameter Block
Jump instruction
OEM name: NTFS
Bytes per sector: 512 (0x200)
Sectors per cluster: 8 (0x8)

Media type (FB=fixed, FO=removable) F6 00 00 00 01 00 G0 00 76 DS FB GA 14 FC A EBO  ........ Voo
Total number of sectors: 28467199 (Ox1B25FFF) 00 OG0 00 00 FA 33 COBEDOBC OO 7C FB B8 CO Q7  .....3.....].h..
Start cluster of MFTs: 786432 (0xC0000) 1F 1E 58 66 00 CB 88 16 OE 00 66 81 3E 03 00 4E  ..hf......f.=..N
Start cluster of MFT Mirror: 2 (0x2) 54 46 53 75 15 B4 41 BB AA S5 CD 13 72 0C 81 FE TFSu. . A..U..r...
Size of MFT record: 1024 bytes (2~(0x100-0xF&)) SSAATS06F7Cl 01 O07303E9D0D001ES3EC Uwu..... U
Size of INDX record: 1 cluster(s) (Ox1) 18 68 1A 00 B4 48 8A 16 DE OO 8B F4 16 IF CD 13 .h...H..........
Serial number: OxBOOAFC140AFBDST6 9F B3 C4 18 9E S8 1F 72 E1 BB 06 0B 00 75 DB A2 ... .X.r.;...u..
Boot code OF 00 C1 2E OF 00 04 1E SA 33 DB B9 OO 20 2B CEBE ........ I3, +.
Signature: OxAASS 66 FF 0511 00 03 16 OF 00 BEC2FFO6 16 00EE f...............

4B 00 2B CB 77 EFBS OO BB CD 1A 66 23 CO 7520 K.+.w......T#.u-

65 Bl FB 54 43 50 41 75 24 81 FO 02 01 72 1E 16 f. . TCPAU§....r..
568 07 BB 16 68 70 OE 16 68 0D 00 656 53 66 53 66 h...hp..h. f5fsf
55 16 16 16 68 B8 01 66 61 OE 07 CD 1A 33 COBF U...h..fa....3..

06 66 Al 11 00 66 03 06 1C 00 1E 66 68 00 o0 0@  .f...f.....fh...
00 66 50 06 53 68 01 00 68 10 00 B4 42 8A 16 0E  .fP.sh..h...B...
00 16 1F 8B F4 CD 13 66 59 SB SA 66 59 66 59 1F Y [ZfYfy.
OF 82 16 00 66 FF 06 11 00 03 16 OF 00 8E C2 FF
OE 16 00 75 BC 07 1F 66 61 C3 AQ F3 01 E3 09 00
AQ FB 01 ES 03 00 F4 EB FD B4 01 8B FO AC 3C 00
74 09 B4 OE BB 07 00 CD 10 EB F2 C3 0D 0OA 41 20
64 69 73 6B 20 72 65 61 64 20 65 72 72 6F 72 20 disk read error
6F B3 63 75 72 72 65 64 00 0D OA 42 4F 4F 54 4D occurred. .. BOOTM
47 52 20 B9 73 20 6D 69 73 73 69 BE 67 00 0D ©A GR 1s missing...
42 4F 4F 54 4D 47 52 20 69 73 20 63 6F 6D 70 72 BOOTMGR is compr
65 73 73 65 64 00 0D OA 50 72 65 73 73 20 43 74 essed...Press Ct
72 6C 2B 41 6C 74 2B 44 65 6C 20 74 6F 20 72 65  rl+Alt+Del to re
73 74 61 72 74 0D OA 00 8C A9 BE D5 00 00 55 AA  start......... u.

<]

Unit 11.4 — Master File Table (MFT) Entries

The master file table is made up of MFT entries throughout the partition (not necessarily all in one
place). Every directory and file will have one or more MFT entries pointing to it. The MFT entry(s)
contains the cluster allocation for the directory or file (which clusters contain the data for that directory
or file) and lots of metadata.
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The root directory is at MFT #5. Below is a screenshot from the VisibleFS program. It shows the
MEFT entry for the root directory.

v The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help
Tree View |/Search| | <256 || 16 || o1 || 12 || 162 || 256 |
| = || = || BIOS Parameter Block || Root Directory | i|Sect: 6291466 (Clust: 786433)
7 MFT #5 - (directory) ] B 1 2 3 4567 88 ABCDEF
¢ Path 0pEe 46 49 4C 45 30 00 03 00 9D B3 3D CB OO Q0 Q0 G0  FILEG..... = [l
4 7| BELE 05 00 01 00 38 00 03 00 10 03 00 00 00 04 00 00 ... 8. .. vvvvvi,
o~ MFT Header 0020 00 0O 0O 00 00 0O 0O 0O QA GO 00 00 G5 G0 00 B0 ...t
o= $STANDARD_INFORMATION s 0030 1A 00 65 00 00 0O GO GO0 10 G0 00 00 60 G0 00 0O  ..e......... T
o $FILE_MNAME = . 0p40 00 00 18 00 00 GO 00 00 48 00 OO0 QO 18 00 GO GO ........ Ho ool
¢ $INDEX_ROOT 5| 0ES0 BD ES 62 E6 27 04 CA 01 8E AS EA CF 86 6D D1 01 Y P P i
o= Header 00E0 BE A6 EA CF 86 6D D1 Ol 8E AS EA CF 85 6D D1 ©1  ..... Mmoo m.. T
o= Resident header ;| 0070 06 00 00 0O 00 00 00 G0 00 00 00 00 00 00 00 00 ... .......vvunn
o= Details 0020 00 00 00 00 09 01 GO G0 00 G0 60 60 G0 GO 00 B8 ... ... ... .00
¢ Root node :/ GOS0 00 00 00 0O OO OO 0O G0 30 00 00 00 60 00 00 0O ........ 0...7...
INDX @WCN #0 (0x0) (cluster 3)* QEAD 00 00 18 00 00 G0 Ol 00 44 00 G0 G0 18 G0 61 GO ........ D..o.....
o~ PerfLogs -= MFT #58* :O0BO 05 00 00 00 00 00 0S 00 E2 FB 4E FA A2 A DL G .......... N..j. |
INDX @WCN #1 (0x1) (cluster 4)* 5| 0OCO E2 FE 4E FA A2 6A D1 Ol E2 FB 4E FA A2 6A D1 01 GNGT N T
o= Usrs -= MFT #303% QEDO E2 FB 4E FA A2 6A D1 01 OO 00 Q0 G0 00 OO 0O G0 NG
INDX @WCN #2 (0x2) (cluster 5)* | OOEO 00 00 00 00 00 00 G0 00 06 00 00 10 00 00 00 00 ... .. vvrrrr..
T $INDEX_ALLOCATION QEFO 01 03 2E 00 00 G0 00 00 90 00 00 G0 30 01 G0 G0  ............ 0...
o= Header 0lO0 0O 04 18 00 00 00 05 00 10 G1 00 00 20 @O0 00 Q2 ... .vvvvvve v
o= Non-resident header G| G110 24 00 49 00 33 00 30 00 30 00 00 00 01 00 00 00 $.I1.3.0.0.......
MName: §130 0120 00 10 0O 00 01 0O 0O GO0 10 G0 00 00 GO0 GL OO0 00 ... ... coovuuen
¢ Run #1 i 0l30 00 Ol 0O 0O O1 0O GO0 GO0 3A 00 00 00 00 00 01 G0  ........0....0..
o= Details 0140 70 00 52 00 01 0O 0O G0 Q5 00 60 60 GO EE G500 p.R...........0.
INDX @WCN #0 (cluster 3)# :| 0150 D4 33 A9 FO 2B 04 CA 01 D4 33 A9 FO 2B 04 CA 01 C R A
INDX @WCN #1 (cluster 4)* @160 14 9D DF EE A3 6A D1 01 6F 23 1B DE FE 75 D1 G1 ..... J.o.0#. .U
INDX @WCN #2 (cluster 5)* s BL70 00 00 00 0O 00 00 00 G0 00 00 00 00 00 00 00 00 ... .........vvun
o= $BITMAP G120 00 0O 00 10 00 0O GO GO QB OGO S0 GO 65 00 7200 ..........P.e.r.
o $LOGGED_UTILITY_STREAM i/ 0190 66 00 4C 00 6F 00 67 00 73 00 2E 00 73 00 79 00 f.L.o.g.5...5.y. -
i 01A0 0O B0 00 G0 00 G0 00 60 2F 61 00 60 00 B0 01 60 ........ S >

‘ MFT #5: 1

Notice that it is organized into “attributes” that start with a $. $STANDARD_INFORMATION and
$FILE_NAME are always present, but the others depend on what the MFT entry points to. Often
there is more than one $FILE_NAME attribute, one for the DOS name and one for the long filename,
and for hard links (more on this later).

Also note the SINDEX_ALLOCATION attribute. It lists the clusters that belong to the root directory.
They are stored in the form of a “run” that starts with cluster 3 and goes for a total of 3 clusters. If a
directory is fragmented then it will have more than 1 run.

The $SINDEX_ROOT attribute gives the root node of a B-tree that describes the directories and files in
the root directory. We will talk about B-trees later in this unit.

Let's look at the header and various attributes individually. We will skip a lot of the details at this point
as they are not relevant to understanding how NTFS works. Some of the details are offsets and sizes of
things so that the OS knows where one attribute ends and the next one starts.

Below is a screenshot showing the MTF header. Note that all MFT entries start with the signature

“FILE”. It may be that MFT entries that are not yet allocated are blank. Note that the flags in the
header tell you that this is a directory. Deleted files or directories are evident by looking at this flag.
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v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View | Search |

| <256 || <16 || = || e || 16- || 256> |

| < || = || BIOS Parameter Block || Root Directory | Sect: 6291466 (Clust: 786433)

---- 61 2 3 4567 89 ABCODEF
0000 46 49 4C 45 30 00 03 00 9D B3 3D OB 00 G0 00 00

;| Be16 ©5 00 B1 G0 38 00 03 060 10 63 60 00 00 04 00 060
0020 00 00 GO 0O GG GO 0O G0 GA 00 00 00 05 G0 00 00

- MFT #5 - . (directory)
¢ Path
\
¢ MFT Header
Signature: FILE
Offset to fixup array: 48 (0x30)
Number of elements in fixup array: 3 (0x3)
$LogFile sequence number: 188593053 (OxB3DB39D)
Sequence number: 5 (0x5)
Link count: 1 (0x1)
offset to first attribute: 56 (0x38)
¢ Flags: 0x3 (directory)
Ox0=deleted file
Ox1=file
Ox2=deleted directory
Ox3=directory
Used size of this MFT: 784 (0x310)
Allocated size of this MFT: 1024 (0x400)
File reference to base record: 0 (0x0)
Next attribute ID: 10 (OxA)
o= $STANDARD_INFORMATION
o= $FILE_MNAME = .
o= $INDEX_ROOT
o= $INDEX_ALLOCATION
o= $BITMAP
o $LOGGED_UTILITY_STREAM
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MFT #5: \

Next is a screenshot of the $SSTANDARD_INFORMATION attribute. Note the four timestamps. Next
is a flag that tells you that this is marked as a read-only, hidden file (this seems like a mistake since it is
the root directory, mistakes like this are common in NTFS).

v The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help

Tree View | Search |

| <256 || <16 || = || e || 16- || 256 |

| < || = || BIOS Parameter Block || Root Directory | Sect: 6291466 (Clust: 786433)

---- @81 2 3 45 6 7 88 ABCDEF

;| 0000 46 49 4C 45 30 00 03 00 9D B3 3D OB 00 00 0O 0O
5| 0010 05 00 01 G0 38 00 03 00 10 03 00 00 0O 04 00 OO
G020 00 00 00 00 00 00 00 00 GA 00 00 00 05 00 00 00
G030 1A 00 65 00 00 00 00 00 10 00 00 00 60 G0 00 60
;| 0040 00 00 18 00 OO 00 OO 00 48 00 OO 00 18 00 0O OO
5| BOS0 BD ES 62 E6 27 04 CA O1 8E A6 EA CF 86 6D D1 01
0060 BE A6 EA CF 86 6D D1 01 8E A6 EA CF 86 6D D1 01
0070 06 00 G0 0O GO 0O 0O G0 GO 00 00 00 00 G0 G0 00
$| 0080 00 0O 0O GO 09 01 QO 0O 00 00 0O G0 00 00 0O 00
0090 00 00 G0 0O 06 0O 00 B0 30 00 00 00 60 G0 00 00
COAD 00 00 18 00 00 00 01 00 44 00 00 00 18 G0 01 00
0OBO 05 00 00 00 00 00 05 00 E2 FB 4E FA A2 6A D1 01
i OCO E2 FB 4E FA A2 6A D1 01 E2 FE 4E FA A2 6A D1 01
GODO E2 FB 4E FA A2 6A D1 01 GO 0O 0O 00 0O Q0 00 00
GOE0 00 00 00 00 00 00 00 00 06 00 00 10 00 G0 00 00
J|O0FG 01 63 2E G0 00 00 00 00 90 00 00 00 30 01 00 60
| 0100 00 04 18 00 00 G0 06 00 10 Ol 00 00 20 00 00 00
G110 24 00 49 00 33 00 20 00 30 00 00 00 01 G0 00 00
G120 00 10 G0 00 01 00 00 00 10 00 00 00 00 61 G0 00
$1 0130 00 Ol 00 G0 01 00 00 00 3A 00 00 00 G0 00 01 00
‘o140 70 00 52 00 01 G0 00 G0 G5 0O 0O 00 00 00 05 00
G150 D4 33 A9 FO 2B 04 CA 01 D4 33 A9 FO 2B 04 CA 01
;| 0160 14 9D DF EE A3 6A D1 01 6F 23 1B DE FE 75 D1 01
f| 0170 0O G0 0O G0 0O G0 OO G0 0O G0 0O G0 0O G0 00 60

- MFT #5 - . (directory)
¢ Path
\
o~ MFT Header
9 $STANDARD_INFORMATION
o~ Header
o= Resident header
Created: Mon Jul 13 21:07:54 CDT 2008
Modified: Mon Feb 22 09:36:35 CST 2016
MFT modified: Mon Feb 22 09:36:35 CST 2016
Accessed: Mon Feb 22 09:36:35 CST 2016
o= Flags: Ox3 read-only hidden
Max number of versions: 0 (0x0)
Version number: 0 (0x0)
Class ID: O (Ox0)
Owner ID: 0 (Ox0)
Security ID: 265 (0x109)
Quota: 0 (0x0)
Update Sequence Number: 0 (0x0)
o= $FILE_MAME = .
o= FINDEX_ROOT
o= FINDEX_ALLOCATION
o= $BITMAP
o= $LOGGED_UTILITY_STREAM

4

MFT #3:\
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The next screenshot shows the first SFILE_NAME attribute for the file \Users\wucis01\my-last-
search.png.

v The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help

Tree View | Search | [ e2s6 |[ c16 |[ e |[ 1= |[ 16 |[ 256> |
| < || = || BIOS Parameter Block || Root Directory | ‘|Sect: 6373458 (Clust: 796682)
¢ MFT #41001 - my-last-search.png (file) - vuz s 36T Y NECDEFR
¢ Path ;| 0OG0 46 49 4C 45 30 00 03 00 GA 31 32 0D 00 00 0G0 G0 FILEO....12..... e
\Wserswucis0l\my-last-search.png ;| BOLO 08 0D 02 0O 38 00 Ol OO 08 G2 0O 0O OO G4 DO OO TS - P
o~ MFT Header 0020 00 G0 00 00 00 00 00 00 06 00 00 G0 29 AR GO 00 ............ ).
o $STANDARD INFORMATION i/ O30 04 0D 60 SA OO0 0D OO OO 10 GO 0O 0O 60 OO DO O P T
¢ SFILE NAME_= MY-LAS~1.PNG 0040 00 00 OO0 00 OO0 00 OO0 00 48 00 OO0 00 18 Q0 GO @@ ........ H.......
o= Header 5| 0OS0 CB 24 89 C2 7B 72 D1 01 3A CB EB AD 7C 72 D1 01 FoAro e 5
o= Resident header 0050 3A CB EB AD 7C 72 D1 01 52 99 F1 BD 41 4B D2 01 [P N o - T |
Parent MFT: 317 (0x1 30D)* 0070 20 00 0O 00 00 0O 0O 0O OO0 G0 00 00 00 QO 00 0 ... ..oovivuut,
Parent Sequence number: 2 (0x2) ;| OD80 DO 0O OD GO 67 02 OO 00 GO DO DO 0O OO GO 0O BO A
Created: Sun Feb 28 17:00:04 CST 2016 1| BES0 CO CO B3 01 00 OO0 GO 0O 30 GO GO B0 78 6O GO G  ........ 0...%... .
Modified: Sun Feb 28 17:00:04 C5T 2016 0040 00 0O 0O 00 00 00 03 00 5A 00 G0 00 18 00 0L Q0 ........ Fnpoooar
MFT Modified: Sun Feb 28 17:00:04 C5T 2016 OOBE0 3D 01 OO G0 00 00 02 00 CB 24 89 C2 7B 72 D1 01 S $ {f‘
Accessed: Sun Feb 28 17:00:04 CST 2016 0OCO EC 48 90 C2 7B 72 D1 O1 EC 48 90 C2 7B 72 D1 01 clnlk el f i el
Allocated size of file: 45056 (OxB000) Q0DG EC 48 90 C2 7B 72 D1 G1 GO BO OO 0O GO GO 00 0O Hedroooooo
Actual size of file: 0 (0x0) ;| ODEC 0O 0O OO GO 00 B0 GO GO 20 G0 0O 00 060 G0 GO BB ........ .......
& Flags: 0x20 archive :|O0FG OC 02 4D 00 55 00 2D 00 4C 00 41 00 53 00 7E 0O ool P = oo ol i -
Reparse value: 0 (0x0) ClE0 31 00 2E 00 S0 00 4E 00 47 00 63 00 68 G0 2E 0@  1...P.N.G.c.h...
Length of name: 12 (OxC) ;| G110 30 00 0O 0O 80 OO0 GO 0O 0O OO 00 G0 DO BE 02 B0  O.........cvvvven
¢ Namespace: 2 (0x2) - DOS G120 665 00 00 00 18 00 01 00 30 01 00 G0 GO GO e2 6@ f....... =
Name: MY-LAS~1.PNG i| G130 CB 24 89 C2 7B 72 D1 O1 EC 48 90 C2 7B 72 D1 Ol goArHo AR
o= $FILE_NAME = my-last-search.png ;| @140 EC 46 90 C2 78 72 D1 01 EC 48 90 C2 7B 72 D1 01 Ho i HG A
o= $OBJE_CT D 0150 00 BO QO Q0 00 00 0O 00 Q0 00 00 00 00 G0 00 88 ... .o,
o= $DATA - i| 0160 20 00 OO GO 0O GO OO G0 12 ©1 6D 00 79 GO 2D OO A
;@170 BC 00 61 G0 73 00 74 00 2D 00 73 00 65 00 61 00 l.a.s.t.-.s.e.a. =

‘ MFT #41001: \Users\wucis01imy-last-search.png

Note the reference to the parent MFT entry which is MFT#317, which is \Users\wucisO1. Notice there
are four more timestamps after that. For some reason the actual size of this file is listed as 0 bytes (this
is not correct but the correct number is given in the directory entry that points to this MFT, more on this
later). The allocated size is 45056 bytes (since allocation is done in whole clusters only, in this case 11
clusters). Finally, the DOS name of the file is given in UTF-16 little-endian. Note that the namespace
is 2, which indicates it is a DOS name.

Directly below is the second $FILE_NAME attribute. Below is a screenshot of that one.
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v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View | Search |

<256 || <16 || = || e || 16- || 256> |

| = || = || BIOS Parameter Block || Root Directory |

ESect: 6373458 (Clust: 796682)
: 6 1 2 3 456 7 8 8 ABCDEF

@ MFT #41001 - my-last-search.png (file)

¢ Path 08 00 02 00 38 00 01 OO 08 02 00 00 00 04 00 00 S - ;
\Wserstwucis0l\my-last-search.png 00 00 00 00 00 00 00 00 06 00 00 00 29 AD 00 00 ............ o
o~ MFT Header 04 00 60 SA 00 OO0 00 00 10 00 00 Q0 60 00 00 G0 e
o= $STANDARD_INFORMATION 00 00 00 00 00 OO0 00 00 48 00 00 00 18 GO QO QO ........ Hoooooo
o= $FILE_MNAME = MY-LAS~1.PNG CE 24 89 C2 7B 72 D1 01 3A CE EE AD 7C 72 D1 @1 - T 1 (I I 1
? $FILE_NAME = my-last-search.png 3A CB EB AD 7C 72 D1 01 52 99 F1 EBD 41 4B D2 01 oo r R VBKL T
o= Header 20 00 00 00 OO0 Q0 OO 00 00 00 00 Q0 Q0 00 00 B8 ... i inns
o= Resident header 00 00 Q0 00 67 02 00 00 00 00 00 GO0 00 00 00 QO A
Parent MFT: 317 (0x13D)* COCOB3 0l OO GO OO 00 30 00 00 GO 78 00 OO GO ........ 0...%...
Parent Sequence number: 2 (0x2) 00 00 00 00 00 00 03 00 5A 00 G0 G0 18 00 01 03 ........ oo, |
Created: Sun Feb 28 17:00:04 CST 2016 3D 01 0O 0O OO0 QO G2 00 CB 24 89 C2 7B 72 DL 01 =........ $..{r..

Modified: Sun Feb 28 17:00:04 CST 2016
MFT Modified: Sun Feb 28 17:00:04 CST 2016
Accessed: Sun Feb 28 17:00:04 CST 2016
Allocated size of file: 45056 (0xBO0OO)
Actual size of file: 0 (0x0)

o~ Flags: 0x20 archive
Reparse value: 0 (Ox0)
Length of name: 18 (0x12)

o=~ Namespace: 1 (Ox1) - Win32
Name: my-last-search.png

EC 48 90 C2 7B 72 D1 01 EC 48 90 C2 7B 72 D1 81  .H..{r...H..{r..
EC 48 90 C2 7B 72 D1 Ol 00 BO 00 00 00 00 00 80  .H. .{r..........
00 0O 00 00 0O 00 G0 00 20 00 00 G0 GO 0O B0 B8 ........ ... ...
OC 02 4D 00 59 00 2D 00 4C 00 41 G0 53 00 7E G0 .. M.Y.-.

31 00 2E 00 S0 00 4E 00 47 00 63 G0 68 00 2E 00 1...P .
30 0O OO 00 80 00 00 00 00 00 00 G0 GO GO B2 00 B............ ...
66 00 00 00 18 00 61 0O 3D O1 GO GO 0O GO G2 08 f....... Sccopocos
CB 2489 C27B72D1 0L EC48 90 C27B 7201 61 .%..{r...H .{r..
EC 4890 C27B72D1 01 EC 4890 C27B 7201 61 .H..{r...H .{r..
G0 BO OO 00 0O G0 G0 00 00 00 00 G0 0O 08 B0 B8 ... ... ..covvuus

o $0BJECT_ID 20 00 00 0O OO OO 0O 00 12 0L 6D GO 79 00 2D OO ......... m.y.
o §DATA G6C 00 51 00 73 00 74 00 2D 00 73 00 65 00 61 0@ l.a.s.t.-.s.e.a |
72 00 53 00 58 00 2E 00 70 00 6E 00 67 00 00 B8 r.c.h...p.n.g.. hd

MFT #41001: \Users\wucis01limy-last-search.png

This one gives the long file name in UTF-16 little-endian. Note that it has the same parent MFT,

timestamps and other properties except namespace. The next screenshot shows the data runs of this
file.

v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View [ Search | <256 || <16 || a |[ 1> || 16> || 256~ |
| = || = || BIOS Parameter Block || Root Directory | ‘ISect: 6373458 (Clust: 796682)
¢ MFT #41001 - my-ast-search.png (file) 5 21222367 806D EE
% Path ;| G150 0O BO OO GO OO OO OO OO OO GO DO 00 0O G0 GO BO  ............00es -]
\Users\wucis0l\my-last-search.png ;| 0160 20 00 00 60 00 00 00 00 12 61 6D 00 79 08 2D G0 ......... m.y.-
o MET Header ‘| er70 6C o6 61 00 73 00 74 G0 2D 6O 73 06 65 00 61 0 l.a.s.t.-.s.e.a
o $STANDARD INFORMATION ‘| o180 72 00 63 00 63 00 2E 00 70 00 6E 00 67 00 60 00 r.c.h...p.n.g.
o $FILE NAME = MY-LAS~1.PNG 0190 40 00 00 00 28 00 00 G0 00 00 00 00 00 @0 05 08 @...(...........
o $FILE_NAME = my-last-search.png ;| @140 10 00 60 00 18 60 00 60 91 85 6B BA DB DB ES 11  ................ -
o $OBJECT ID ‘| e1Be oA AA 96 14 D1 18 2C 27 B0 60 66 G0 48 B0 6O 08 ....... H |
¢ $DATA - OLCO 01l OO 00 00 00 G0 04 00 00 00 00 G0 00 00 00 G  ........ ... .00 ¥
o Header ‘| e1pe oA oo 00 60 @0 00 0O GO 40 GO GG GO OB 08 00 0O  ........ [T L
o Non-resident header ‘| o1E0 00 BO 0O 0O 0O G0 GO 0O 73 A9 00 GO 00 00 00 00 . ....... R
¢ Run #1 (840064)* ‘|e1Fe 73 a9 o0 @0 @0 00 0O GO 31 B 80 DL OC 0B 04 00 s....... 1o,
% Details ‘| 0200 FFFF FF FF 82 79 47 11 00 00 0O 00 00 00 G0 00  ..... T
Size byte: 0x31 ‘| e210 ce o8 00 60 @0 00 0O GO GO GO GO G8 0B 0B 08 B ................
Run [2ngth: 11 (0x@) ‘| 0220 00 00 00 60 0O 00 00 0O G0 00 08 60 00 00 00 08  .....iii.i.i...,
First cluster: 840064 (OxCD120) ;| 0230 0O 00 00 0D 00 00 00 00 00 00 DO 00 00 00 00 B0 ..o ines |
4| 0240 00 00 00 00 00 0O 00 G0 00 00 00 00 00 00 00 B0 .. . . v n.. =

‘ MFT #41001: \Users\wucis0l\my-last-search.png

In this case the file has one data run. The runs are given in a cryptic form. The actual data run appears
at offset Ox1F8 as the bytes “310B80D10C”. The first byte gives the size of the other items. It says
that there is 1 byte in the run length and a 3 bytes in the starting cluster. The run length is “0B”
(0xOB=11 in decimal) and the starting cluster is “80D10C”. Putting it in little-endian form 0x0CD180
= 840064 in decimal. If the file was fragmented there would be more than one of these strings of bytes,
one for each run.
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Unit 11.5 — INDX Clusters

When an MFT entry points to a directory, it may also point to one or more INDX clusters. These
contain the listing of what is contained within this directory. Below is a screenshot of an INDX cluster.

b The Visible File System - /dev/sdi2 (as superuser) - 4+ %
Open GoTo Print Tools Help

Tree View rSearch |

<256 || k16 || < || 1> |[ 16» || 256 |
| < || = || BIOS Parameter Block || Root Directory ect: 32 (Clust: 4)
¢ INDX £4 -\ -- 61 2 3 456 7 8 9 ABCDEF
% Path 0000 40 4E 44 58 28 00 00 00 6B 18 32 02 00 00 00 08  INDX(...k.8.....

0010 G1 OO G0 00 G0 00 00 00 28 0O GO 00 33 03 00 0  ........ (...
0020 E2 OF 0O 00 00 00 G0 00 13 00 G5 00 G5 00 00 00 ... ...covvvune
0030 00 00 70 00 34 00 4D 00 GO OO0 G0 00 G0 00 G0 00 ..p.4.M.........
0040 3C 00 0O 00 OO 00 01 00 70 00 5C 00 G0 00 G0 G0 =....... PN
0050 G5 00 00 00 00 00 G5 00 33 95 ABF9 2804 CAOL  ........ 3.0+
0060 07 00 A8 CF 86 6D D1 Ol O7 00 A8 CF 86 6D DL 0L  ..... Moo m. .
0070 O7 00 A8 CF 86 6D D1 Ol QO GO OO 00 G0 00 GO GO ..... Moo
0080 00 00 0O 00 G0 00 00 00 @1 00 0O 10 00 00 B0 00 ... . .ovvvvvis

\
o= |INDX Header
o Details
¢ Node
o Program Files -= MFT #50%
o ProgramData -= MFT #215*
o= PROGRA~1 ->= MFT #60%*
o= PROGRA~2 ->= MFT #215%

o= Recovery -= MFT #14999% 0090 6D 01 S0 00 72 00 6F 00 67 00 72 00 61 00 6D 0@ . .P.r.o.g.r.a.m
o System Violume Information -= MFT #£10238% OOAD 20 00 46 00 69 00 6C 00 65 00 73 00 00 00 B0 00 F.il.les.....
o= SYSTEM~1 -= MFT #10238% 0OBO D7 00 0O 0O G0 00 01 OO 68 00 58 00 G0 GO BO GO ........ hoX.o.o...

;| GeCO B5 00 GO OO GO G0 05 00 1B B6E4 FO 2B 04 CAGL  ............ oo

M

| INDX @4: \

Note the signature “INDX?” at the start of the cluster. Also note that the listing is in alphabetical order.
This is only a partial listing though. The other parts are in another part of a B-tree (more on that later).

The following screenshot shows the first directory entry expanded.

i The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help
[ Tree View [ Search | ([ =206 || <16 || <2 || 1> || 16> || 256> ]
| < || = || BIOS Parameter Block || Root Directory | Sect: 32 (Clust: 4)
¢ INDX #4 -\ =ilg---- 81 2 3 456 7 8 9 ABCDEF
% Path P | 49 4E 44 58 28 00 09 00 6B 18 38 08 00 00 00 @@  INDX(...k.8..... =

0L 0O 00 00 0O 00 00 00 28 00 00 00 38 Q3 00 GO ........ (...8...
ES OF 00 00 00 G0 00 00 13 G0 05 00 0500 00 G  .........000uvtn

\
o |INDX Header

o Detalls 80 G0 70 G0 34 00 4D GO 6O GO 60 G0 00 00 00 60 ..p.4.M......... L
¢ Node 3C G0 060 G0 00 00 61 B0 70 GO SC G0 00 00 00 60 <....... P\,
¢ Program Files = MFT #60* 85 G0 60 G0 00 00 65 60 33 95 AB FO 28 04 CA BL  ........ 34
MFT: 60 (0x3C) 87 G0 A2 CF 86 6D DL GL G7 GO AS CF 86 6D DL G  ..... Moo m..
87 G0 A2 CF 86 6D DL G1 GO GO 00 60 60 60 60 68  ..... Mo

Sequence number: 1 (0Ox1)

Size of entry 112 (0x70) 00 00 00 00 00 G0 00 00 01 G0 00 10 00 00 00 B8  ..........vvvnnn

Size of file name attribute 92 (0x5C) 6D Gl S0 G0 72 00 6F B0 67 GO 72 G0 6L 00 60 B8 ..P.r.o.g.r.a.m.
Flags: OX0 - no INDX link 20 00 46 00 69 00 6C B0 65 GO 73 G0 00 00 00 B8  .F.i.l.e.s.....
Parent MET: 5 (0x5)* D7 GO 00 G0 00 00 01 G0 68 GO 58 G0 00 00 00 60  ........ hoXoo..

0500 0000000005001BBSE4FS 2BE04CAGL  ............ +.o..
95 OA 06 02 3A 04 CA 01 95 22 E9 EE A3 6A D1 G1
79 73 14DEFE 75Dl Ol OO G0 0O 0O 00 00 00 G  ys...U..........
GOBOOO0R0OCO0DEEOED022000100000000600 .00y o

Parent sequence number: 5 (0x5)

Created: Mon Jul 13 21:37:05 CDT 2009
Modified: Mon Feb 22 09:36:34 CST 2016
IND¥X Modified: Mon Feb 22 09:36:34 CST 2016

Accessed: Mon Feb 22 09:36:24 CST 2016 OB Bl 50 00 72 00 6F G0 67 G0 72 00 61 G0 60 BB  ..P.r.o.g.r.a.m
Allocated size: 0 (Ox0) 44 00 61 00 74 00 61 G0 3C 00 0O GO0 00 G0 0L B8 D.a.t.a.<.......
Actual size: 0 (0x0) 68 00 52 00 00 G0 00 B0 05 00 00 G0 00 B0 05 8 h.R.............

o Flags: 0x10000001 read-only 3395 ABF9 2B 04 CACL OF G0 AB CF 86 6D D1 B1  3...+........ m. .
Reparse value: 0 (Ox0) 07 B0 A8 CF 86 6D D1 G1 OF G0 AB CF 86 6D DL B1  ..... Moo m. .
Length of name: 13 (0xD) || 00 G0 0D G0 00 B0 00 G0 00 B0 60 00 00 G0 00 B8 ... ...t

o Mamespace: 1 (Ox1) - Win32 0l 0O OO 10 00 G0 00 G0 028 02 50 00 52 00 4F B .......... P.R.O.
Mame: Program Files 47 B0 52 00 41 G0 7E G0 31 00 2E Q0 73 60 79 08 G.R.A...1...5.y.

o ProgramData = MFT #215+ D7 B0 00 00 00 G0 GL B0 68 00 52 G0 00 G0 0O B8 ........ h.R... ..
o= PROGRA~1 -= MFT #50% 0500 0000 00 00 0500 IBEBS E4F9 2B 04 CAOGL .......000 +... —
Q5 Ak N8 NS 2/ A CA A1 QS 22 FQ FE AT S8 N1 M1 . " i -

INDX @4: \

Note that the first field points to the MFT for this item (#60). There are four timestamps and a size (in
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this case zero since it a directory). Finally there is the name. Directory entries can actually appear
inside of MFT entries as well. We will see that in the next section.
Unit 11.6 — Directory B-trees
The B-tree is a data structure that allows for fast searching. It grows in such a way that it always has

the same number of nodes on any path from root (called a self-balancing tree). The following is an
illustration of a B-tree using single letters as keys for simplicity.

G BDCHE D (OENE D CDEWIZ

Let's imagine that we're searching for “E”. You start at the root node and compare E with I and R.
Since E is before I you go left. You now compare E with C and F. Since E comes between C and F
you go straight down. You find E in that node. Any node can be located in this way with a minimum
of comparisons. In this B-tree the OS needs to search at most three nodes to find any of the 26 items.
The B-trees in NTFS can have several dozen entries per node instead of just two.

Nodes with no children are called “leaf nodes”. The other nodes are called “nonleaf nodes”.

Let's follow an NTFS B-tree from the root node to a leaf node. Below is the MFT entry for the \
Windows\System32 directory.

Copyright © 2024 Washburn University. All Rights Reserved.



CM203 Digital Forensics I — Unit 11 - Washburn University — page 9 of 23

b The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help
Tree View | Search | e || e || — || — || —— || e
| < || = || BIOS Parameter Block || Root Directory | Sect: 6294584 (Clust: 786823)
@ MFT #1564 - System32 (directory) o1 .2., 243 E ?L 82 .A-, BEc?l E FL S RRmme =
¢ Path 08 A7 F4 30 A3 6A D1 01 00 00 00 00 00 60 00 00 ...9.7.......... s
\Windows\System32 00 00 00 00 00 60 00 00 60 60 00 10 00 60 00 00 . ...v.vvrv.rr...
& MFT Header 08 00 53 00 79 00 73 00 74 00 65 00 6D G0 33 00 ..S.y.s.t.e.m.3
& $STANDARD_INFORMATION 32 00 00 00 00 60 00 00 90 60 00 00 58 60 00 68 2........... YOV
o $FILE_NAME = System32 00 04 15 00 00 60 07 00 38 60 00 00 20 60 00 00  ........ 8., 5
7 $INDEX_ROOT 24 00 49 00 33 00 30 00 30 60 00 00 61 60 00 00  $.1.3.0.0....... r
o= Header 00 10 00 00 01 60 00 00 10 60 00 00 28 60 00 00  ............ (...
o Resident header 25 00 00 G0 01 00 G0 G0 00 00 G0 G0 00 00 00 00  (......ovvvvv...
o= Details 18 00 00 00 03 60 60 00 70 60 00 00 60 60 00 60 ........ Poviinns
? Root node A0 00 00 00 50 60 00 00 01 04 40 00 G0 00 03 00 P @i
WVCN #112 (0x70) (cluster 100G )* 00 00 60 00 00 60 00 00 9F 00 00 00 00 00 00 00  ......ov...r...
o $INDEX_ALLOCATION 43 00 00 00 00 60 00 00 00 00 GA 00 00 60 00 00 H...............
o $BITMAP 00 00 GA G0 00 00 00 00 B0 60 GA 00 00 60 00 00  ...........ov...
o $LOGGED_UTILITY_STREAM 24 00 49 00 33 00 30 00 22 AD 00 7E 03 00 EC A3  §.1.3.0.".......
BO 00 00 00 38 00 00 00 00 04 18 00 00 00 04 00 - T =
‘ MFT #1564: \Windows\System32
Note that the SINDEX_ROOT attribute only has a reference to VCN 112 in it. VCN means Virtual
Cluster Number. That VCN maps to logical (physical) cluster number 1006 in the partition.
Sometimes the $INDEX_ROOT attribute will also have directory entries as well. This one just
happens to have only a link to an INDX cluster.
Next we follow this link to the INDX cluster at 1006. The screenshot is below.
The Visible File System - /dev/sdi2 (as superuser) - + X

v
‘Open GoTo Print Tools Help

Tree View [ Search | <256 || <16 || < || 1> | 16> || 256
| < || = || BIOS Parameter Block || Root Directory ect: 8048 (Clust: 1006)
¢ INDX #1006 - System32 61 2 3 456 7 889 ABCDEF
% Path 49 4E 44 58 28 00 0O 00 08 3E 6D 03 00 OO0 00 00  INDX( = I |~
Windows\System32 70 00 00 00 00 00 00 00 28 00 00 00 FO B2 00 08 p....... (oo L
o INDX Header ES OF 00 00 61 GO 00 00 OA 0O 01 GO 00 00 00 G0 |
¢ Details 00 00 00 00 G0 G0 00 00 00 00 00 00 00 00 00 00
First entry: Ox28+0x1 8=0x40 49 06 00 00 00 00 01 00 68 00 4AC Q0 01 00 QO OO
End of entries: 0x2F0-1=0x2EF 1C 06 00 00 60 60 01 00 07 01 45 FE 2B 04 CA 01
End of allocated space OxFE8+0x18-1 = OxFFF EA 72 65 CA FA 88 CB Ol FA 99 11 EF A3 A D1 01
Non-leaf node 58 DE AS ED FE 75 D1 01 00 0O 00 00 00 00 00 00
¢ Node 00 0O OO0 00 0O 0O QO Q0 00 00 00 10 Q0 Q0 00 o0
IND¥X @VCN # & (cluster 900)* 05 00 63 00 73 00 2D 00 43 00 5A 00 Q0 Q0 0Q OO
o 507 = MFT #1600% 05 00 00 00 00 0O 00 00 F7 44 00 00 00 Q0 01 OO
IND¥ @VCN # 36 (cluster 930)* 70 00 54 00 01 0O QO QO 1C OS5 0O 0O OO0 Q0 01 o0
o dwva?.dll -= MFT #17655% COB3F7 9911 04 CA QL OO0 F5 44 B8A 20 04 CA 01
INDX @WCN # 55 (cluster 949)* CO 4A B7 8B A3 6A D1 01 29 F3 FA EC FE 75 D1 0G1
o= KEDFC.DLL -= MFT #12060% 00 60 01 00 0O 00 G0 00 00 58 61 G0 00 00 00 00
INDX @WCN # 74 (cluster 968)* 20 00 00 00 00 0O 0O 00 09 00 64 00 78 G0 76 0O
o msimtf.dll -= MFT #1843g% 61 00 32 00 2E 00 64 00 6C 00 6C 00 00 00 00 60
INDX @WCN # 93 (cluster 987)#* 24 00 00 00 00 00 00 00 BC 46 00 GO 0O 00 01 QO
o pcaui.dll -= MFT #18249* 70 00 54 00 01 GO 0O 00 1C 05 0O 00 00 00 01 G0
INDX @WVCN # 111 (cluster 1005)* DC 95 37 13 11 04 CA 01 BO 68 SF 48 1F 04 CA O1
o spcinstrumentation.man -= MFT #19260* F6 5F CO 8F A3 6A D1 01 7B 34 FB EC FE 75 D1 €1
INDX @VCN # 131 (cluster 1025)* 00 20 00 00 OO0 00 00 00 00 1A OO QO 0O 00 00 Q0
20 00 00 00 G0 0O 0O 00 09 00 4B 00 42 00 44 00 .B. =l
A AN AT AN A ot AA O A oA Fatal AN S aTal ol | N I " |

‘ INDX @1006: \Windows\System32

This is a non-leaf node (as indicated in the Details section). Note the links before and after each
directory entry. This means that this node contains the entries for “cs-CZ”, “dxva2.dll”, etc. as well as

links to other INDX clusters which are the children in the B-tree before, after and between each entry.
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Any item with a name before “cs-CZ” will be in the subtree at the node in INDX cluster 900. Any item
with a name between “cs-CZ” and “dxvaZ2.dll” will be in the subtree at the node in INDX cluster 930.
The INDX cluster 900 is shown below.

v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View | Search |

*| <256 || <16 || = ||

-
1
—
=
1
]
vl
=]
1

| < || = || BIOS Parameter Block || Root Directory | Sect: 7200 (Clust: 900)
¢ INDX #900 - System32 " ---- B1 2 3 435 6 7 8 899 ABCUDEF
% Path |3 0OGO 49 4E 44 58 28 00 09 00 A2 B2 4F 03 00 00 00 QO =
\Windows\Systam32 @810 06 G0 00 00 00 60 6O 60 28 00 00 00 ES 67 00 00 L
o INDX Header @620 E8 OF 00 00 O1 60 6O 60 11 00 D1 61 6O 68 63 00 =
o Details | @030 00 66 30 60 CA O1 CE 01 6O 60 60 060 00 00 8O 60
¢ Node 0o40 06 42 00 00 00 GO0 01 OO 80 0O 68 Q0 Ol 00 OO0 QO

0030 1C 06 00 00 00 00 01 00 60 &6C E9 49 FA 88 CE 01
0080 60 6C ES 49 FA 88 CB 01 11 5B DA 85 A3 6A D1 01
;| o070 6D A0 ES E3 FE 75 D1 01 00 40 08 00 00 00 00 00
0020 00 34 08 00 00 00 00 00 20 G0 00 00 GO0 G0 00 00
INDX @VCN # 8 (cluster 902)* 0090 13 00 41 00 63 00 74 00 69 00 6F 00 6E G0 43 00

o api-ms-win-corefile-1-1-0.dll -= MFT #16943* 00AQ 65 00 6E 00 74 00 65 00 72 00 43 00 50 GO0 4C 00

INDX @WVCN # 9 (cluster 903)* || GOBG 2E 00 54 00 6C 00 6C 00 00 OO 00 00 GO0 G0 00 00

o api-ms-win-core-profile{1-1-0.dll -= MFT #15956* GOCO 1C 42 00 00 00 00 01 00 70 00 54 00 01 G0 0O 00

INDX @VCN 2 10 (cluster 904)% : QoDe 1C 06 OO0 G0 00 G0 01 G0 FO BS AD 40 FA 88 CB 01

o= api-ms-win-service-management-2-1-0.dll > MFT #169s9| ||?| G0EQ 50 17 BO 40 FA 88 CB 01 B3 04 EB 85 A3 6A D1 01

INDX @WCN # 11 (cluster 905)* | GOFQ D2 77 05 E4 FE 75 D1 Q1 00 AQ 04 00 Q0 Q0 00 0O

o at.exe -= MFT #16004% 0100 00 SE 04 00 00 0O 0O 00 20 00 00 00 00 G0 00 00

IND¥ @WCN # 12 (cluster S08)* ;| 6110 09 60 61 00 65 00 69 00 6E G0 76 G0 2E 00 64 00

o gutochlk.exe -= MFT #17019% il 0120 6C 0O 6C GO 0O GO 01 G0 ©7 DO DO 0O OO GO 0O OO

IND¥ @WCN # 13 (cluster 507)* | 0130 2F 42 00 00 00 00 01 00 98 00 280 00 01 00 GO0 QO

o basecsp.dll -> MFT #17040% 0140 1C 06 00 00 00 00 01 00 D2 57 1F 2D OF 04 CA 01

(] M ||,|_ | 0120 00 BO SA F2 1E 04 CA 01 55 AE FE 86 A3 64 D1 01

Jmien er cc 1E Ca FC I8 M1 A1 AR an AR AR AR AR AN AR

INDX @WCN # O (cluster 894)*

o= ActionCenterCPL.dll -= MFT 216902+
INDX @WCN # 7 (cluster 901 )*

o aeinv.dll -= MFT #16924%

4]

‘ INDX @900: \Windows\System32

Note that this is also a non-leaf node. The links go to child B-tree nodes before, after and between each
directory entry.

Here's a screenshot where the root of the B-tree is stored in the $INDEX_ ROOT attribute of the MFT
entry.

v The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help

Tree View | Search | | =256 || <16 || 1 || 1- || 16— || 256 |

| < || = || BIOS Parameter Block || Root Directory | Sect: 6291466 (Clust: 786433)

---- 61 2 3 4567 89 ABCODEF
:| 0000 46 49 4C 45 30 00 03 00 9D B3 2D 0B 00 00 0O QO
00LO 0500 01 00 38 00 03 00 10 03 00 00 00 04 00 00
0020 00 00 00 00 00 00 0O 00 A 00 00 00 05 G0 00 00
0030 1A 00 65 00 00 00 0O 00 10 00 00 00 60 G0 00 00

¢ MFT #5 - . (directory)
¢ Path
\
o~ MFT Header
o= $STANDARD_INFORMATION

ID

o $FILE_ NAME = . ‘| @40 00 e 18 60 G0 00 GO 0O 48 GO 08 00 18 08 0O GO
¢ $INDEX_ROOT 0050 ED ES 62 E6 27 04 CA O1 SE A6 EA CF 86 6D D1 61
> Header 060 SE A6 EA CF 86 6D D1 01 SE A6 EA CF 86 6D D1 61 -
& Resident header ‘| @670 05 o8 60 6O GO 00 GO 0O 06 G0 08 0O 6O 08 00 B0
o Details ‘| ee20 00 56 00 GO 69 01 0 0O 00 60 08 G0 6O 08 00 B0
¢ Root node 0090 00 60 00 60 6O 00 G0 00 30 60 09 00 60 08 00 60

00AQ 00 00 18 00 00 00 01 00 44 G0 00 00 18 G0 01 00
;| OOBG 05 00 00 00 00 00 05 00 E2 FB 4E FA A2 6A D1 01
i|ooCco E2 FB 4E FA A2 BA D1 0L E2 FB 4E FA A2 A D1 01
00DO E2 FBE 4E FA A2 6A D1 Ol 0O GO 0O 0O GO GO OO0 00
OOEC 00 00 0O 00 00 00 00 00 06 G0 00 10 G0 GO0 00 00
;| GoFo Ol 03 2E 00 00 00 00 00 90 00 00 00 30 Ol 00 00
3| 0100 00 G4 18 G0 0O G0 06 G0 10 61 0O G0 20 G0 0O GO
Ol10 24 00 49 00 33 00 30 00 30 00 00 00 01 G0 0O 00

G120 00 10 00 0O 01 0O 0O 00 10 00 00 00 00 Q1 00 00
: 00 Ol 00 00 01 00 00 00 24 00 00 00 00 B8 O

INDX @WCN #0 (0x0) (cluster 3)*
o= PerfLogs -= MFT #58%
INDX @WVCN #1 (0x1) (cluster 4)*
o Usrs -= MFT #303*
INDX @WCN #2 (0x2) (cluster 3)*
o= GINDEX_ALLOCATION
o= $BITMAP
o $LOGGED_UTILITY_STREAM

4]

‘ MFT #5: 1\
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In this case there are two items in the root B-tree node and three links to INDX clusters (before,
between and after).

Note that there is always one more link than there are items. When there are no items there is one link.
When there is one item there are two links. When there are two items there will be three links, etc.

B-trees are used because in previous file systems when directories had a lot of items it just took too
long to look through them one-after-another (compare with FAT32 LBA). In your next project you will
practice searching through a B-tree.

Unit 11.7 — Building a B-Tree from Scratch

B-Trees are in a class of data structures known as self-balancing trees. They grow in an interesting
way, from the bottom upward. I think it is helpful to show how B-Trees are constructed, but I don’t
expect you to be able to do this on an exam. This is just for those of you that are interested in this kind
of thing. If you’re a CIS major you will see this again in CM307.

B-Tree nodes have a limit on how many things can fit in them. In NTFS the limit is the size of the
$INDEX_ROQOT in the MFT and the size of the INDX clusters. In this simple example, I’'m going to
allow each node to hold two things, but not three. I’m going to add the letters A-K in that order.

We start with an empty B-Tree:

O

After adding A we get this:

®

Then we add B:

Next we add C (the * indicates that the node needs to split because it has too many items):
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The split operation takes the middle node up to a new, parent node and splits the existing node into two

parts:

Note the ordering. The search starts at the root node and you go left if the search item < B and right if
the search item is > B.

We always add at the lowest level. When we add D we start at root and compare D to B. Since D > B
we go right and add there since it is a leaf node (the lowest level).

Split causes the D to move up (the middle element):

Note that if there are N items in a node, there are N+1 children. Next we add F:

When we add E we force another split:

And then G, which causes another split:

Copyright © 2024 Washburn University. All Rights Reserved.



CM203 Digital Forensics I — Unit 11 - Washburn University — page 13 of 23

which causes the F to move up:

which then causes the D to move up:

Let’s continue by adding H:

Then add I:
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which causes a split where H moves up:

Copyright © 2024 Washburn University. All Rights Reserved.

Adding J we get here:

Then adding K we get here:

which causes J to move up:
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which then causes the H to move up:

Note that the tree is always balanced.

Unit 11.8 — B-Trees and the MFT

The situation in NTFS is a little more complicated than what was just presented since the root node
may be in the MFT or in an INDX block. Here’s how the B-Tree grows in NTFS. We start with an
empty root node inside the MFT:

MET

O

Now, let’s add directories D1 and D2 with the assumption that they fit inside the MFT:
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MFET

Let’s say that adding D3 makes it too big to fit in the MFT. (In real life you can have as many as 10 or
so directory entries in an MFT.) In this case an INDX cluster is allocated and all the entries are moved
there. The MFT just contains a pointer to the INDX cluster.

MET

O

D1,D2, D3

After adding many more directories to the INDX cluster it will eventually split into two INDX clusters.
The middle item will be moved up into the MFT:

MET
D1,D2, D3, D4 Da, D7, D8, D&

Still later, the rightmost INDX cluster will split again moving its middle element into the MFT:

MET

D1,D2Z, D3, D4 D&, D7, D8, D

D11,D12, D13, D14
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Eventually the MFT will fill up and it will create a new INDX cluster, move its contents into there and

store a pointer to it.

Now, let’s look at some examples in NTFS. Here’s the MFT for C:\Windows\System32:

The Visible File System - /dev/sda3 (as superuser) - 9
Open GoTo Print Extract Image Help
[ Tree View | Search View | i | 256 || 16 || ) || 1 || 162 || 256
| = || - || BIOS Parameter Block || Root Directory | Sect: 6330396 (Clust: 791299)
¢ MFT #19470 - System32 (directory) ---- 81 234567809 ABCDEF
9 Path ©080 46 49 4C 45 30 00 03 00 A9 E6 SA C5 00 00 00 00 FILEG..... ... B
Windows\System32 0010 01 08 61 60 38 G0 03 00 60 02 60 60 G0 64 00 0O B
o MFT Header 0020 00 00 60 60 G0 60 00 00 OC 00 60 60 O 4C 00 00  ............. L..
o $STANDARD_INFORMATION 0030 BB 00 08 00 00 60 00 00 10 00 60 60 60 00 00 00  ............ ; =
o §FILE_NAME = System32 0040 00 00 6O 60 00 60 00 00 48 00 60 60 18 60 00 00  ........ Hooooo
¢ $INDEX_ROOT 0050 37 CO EO A7 BA 4C D4 01 E4 23 79 D2 75 EA DS 01 7....L...#y.u —
o Header 0060 E4 23 79 D2 75 EA DS 01 16 SE 54 D6 76 EA DS 01  .#y.u...."T.v
o Resident header 0070 00 00 60 60 00 G0 00 00 00 00 60 60 60 60 00 00 . ...............
o Details 0080 00 00 00 60 OC G1 00 00 00 00 60 60 00 60 00 00 ... .............
¢ Root node @090 78 BC F7 22 00 00 00 00 30 00 60 60 70 00 00 00  x.."....0...p
INDX @VCN #1089 (0x6D) (cluster 238578)% O0AD 00 00 60 60 00 60 02 00 52 00 60 60 18 60 01 00  ........ Rovvnnn.
o §INDEX_ALLOCATION O0BO 02 11 00 60 00 60 02 00 37 CO EO A7 BA 4C D4 01  ........ 7.
o §BITMAP ©0C0 C3 5C 07 10 63 78 D4 0L C3 5C 67 10 63 78 D4 01  .\..cx...\..cx
o §LOGGED_UTILITY_STREAM @600 04 FO 14 BE 65 78 D4 0L 00 08 6 6O 60 G0 00 00 BXe
©OEQ 00 00 6O 6O 66 60 G0 00 00 08 60 10 60 60 00 00 . ...............
GOFO 08 08 53 60 79 00 73 00 74 08 65 60 6D G0 33 00 S.y.s.t.e.n.3
9100 32 00 60 60 06 60 00 00 90 00 60 60 58 00 00 00 2........... X |
©110 00 04 18 60 G0 G0 9 00 38 00 60 60 20 60 00 00 . ....... 8. -
MFT #19470: \Windows\System32
Notice that the MFT contains only a reference to an INDX cluster at 238578.
Here is a screenshot of the directory C:\Recovery:
The Visible File System - /dev/sda3 (as superuser) - 9
Open GoTo Print Extract Image Help
[ Tree View [ Search View | «256 || <16 || a || 1> |[ 16- || 256-
| < || — || BIOS Parameter Block || Root Directory Sect: 6291576 (Clust: 786447)
¢ MFT #60 - Recovery (directory) 1 2 34567 89 ABCDEF
¢ Path 26 49 4C 45 30 00 03 00 42 4F 43 74 G0 00 00 00 FILEG...BOCt =]
\Recovery 02 00 61 60 38 00 03 00 70 63 60 60 G0 04 00 00 B P
o MFT Header 00 0D 00 00 00 00 00 00 03 00 60 00 3C 00 00 00 .. .......... <. 3
o~ $STAMDARD_INFORMATION 29 6 60 60 G0 00 00 00 10 60 60 60 60 00 00 00 ). .......... :
o §FILE_NAME = Recovery 00 60 60 60 60 00 00 00 48 6O 60 00 18 00 00 80  ........ Hooooon L
9 $INDEX_ROOT 42 8C 2C 5527 61 D4 01 72 8B C5 24 23 34 DS 01  B..U'a..r..#:.
& Header 72 8B C5 2423 34D5 01 157C 72 14 33 33 D5 01 r. .§#:...|r.3:.
o Resident header 06 20 60 60 G0 00 00 00 09 60 60 60 60 00 00 B0 . ..............
o Details 00 6D 60 60 B9 02 00 00 00 60 60 G0 60 00 00 00  ................
¢ Root node 0090 00 6O 60 60 60 00 00 00 30 60 60 00 70 00 00 00  ........ 0...p
6 Customizations - MFT #201 4% 00AG 00 0O 60 60 60 00 02 00 52 060 60 00 18 00 01 00  ........ Rovonn
& CUSTOM~1 -=> MFT #2014% 0080 ©5 60 60 00 60 00 05 00 74 55 AA 4C 58 78 D4 01  ........ U, LXx
o DEM > MFT 261+ 00CO 74 55 AA 4C 58 78 D4 01 74 55 AA 4C 58 78 D4 61  tU.LXx..tU.LXx
o ReAgentOld.xml -> MFT #76294+ 00D 74 55 AA 4C 58 78 D4 01 00 00 60 00 00 00 00 00  TU.LXX..........
o REAGEN~L.XML -> MFT #76294% OOEG 00 00 60 60 60 00 00 00 00 60 60 10 00 00 00 00  .......oovre....
0OFG 08 00 52 00 65 00 63 00 6F 00 76 00 65 00 72 60 ..R.e.c.0.v.e.r. | |
0100 79 00 00 00 60 00 00 00 90 60 60 00 60 02 00 00  y........... ~

MFT #60: \Recovery

In this case the entire B-Tree node is inside the MFT. There are no pointers to child INDX clusters.

Here’s a screenshot of the directory C:\Windows\SystemApps. The root node in the MFT has two

items and pointers to three children.
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The Visible File System - /dev/sda3 (as superuser)

Open GoTo Print Extract Image Help

l/Tree View | Search View |

| <256 || <16 || < ||

1- || 16~ || 256~
| < || > || BIOS Parameter Block || Root Directory | : 6332996 (Clust: 791624)
¢ MFT #20770 - SystemApps (directory) @ 1 2 34567 89 ABCUDEF
¢ Path 46 49 4C 45 30 00 03 00 70 E1 58 C5 00 00 00 00 FILEO...p.X -
\Windows\SystemApps 01 00 01 00 38 00 03 00 F8 03 00 G0 00 04 00 00 ....B........... I
o MFT Header 00 00 00 G0 G0 00 G0 00 08 00 00 00 22 51 00 00 ............ "q..
o~ $STANDARD_INFORMATION 6E 00 6F 00 47 11 00 00 10 00 00 00 60 00 00 00 N.0.G...ovv. vvr |
o $FILE_NAME = SystemApps 00 00 00 00 00 00 G0 00 48 00 00 00 18 00 G0 00 ........ Hoooonn T
¢ $INDEX_ROOT 56 A7 B6 72 C5 4C D4 01 BE 98 5F 04 24 3A DS 01 V..r.L...._.%
o Header BE 98 5F 04 24 3A DS 01 C3 D1 78 DO 76 EA DS 01 L TR
o Resident header 00 00 00 60 00 00 G0 00 00 00 00 60 00 00 60 00  ................ I
o= Details 00 00 00 00 6D 01 G0 00 00 00 00 60 00 00 00 00 ................
¢ Root node 00 00 00 00 G0 00 G0 00 30 00 00 60 70 00 60 00 ........ 0...p...
INDX @VCN #0 (0x0) (cluster 45237)* 5 00 00 00 00 G0 00 02 00 56 00 00 60 18 00 61 00  ........ Voo
o Microsoft.Windows.AddSuggestedFoldersTolibraryDialng||:| @G0B0 02 11 00 00 00 00 02 00 DS B4 87 0359 78 D4 01 ............ Y.
INDX @VCN #1 (0x1) (cluster 45238)* ;| ooco DS B4 87 03 59 78 D4 G1 DS B4 87 03 59 78 D4 01 R T Yx.
o Microsoft.Windows. 00BENetworkConnectionFlow_cwSnlh|:| @opo DS B4 87 03 59 78 D4 01 00 00 00 00 00 00 00 00 YL
INDX @VCN #2 (0x2) (cluster 45239)* ‘| G0EC 00 06 G0 00 00 G0 00 G0 G0 00 G0 10 00 00 00 00 . .......oovev....
o $INDEX_ALLOCATION 0OF0 OA G0 53 00 79 00 73 00 74 00 65 00 6D 00 41 60 ..S.y.s.t.e.m.A.
o $BITMAP 0100 70 G0 70 00 73 00 00 00 90 00 00 00 08 02 00 G0 pP.P.S...........
o $LOGGED_UTILITY_STREAM 0110 00 04 18 00 00 00 06 00 E8 01 00 00 20 00 00 00 ............ ...
0120 24 00 49 00 33 00 30 00 30 00 00 00 01 00 00 00 $.1.3.0.0
0130 00 10 00 00 01 00 00 00 10 00 00 00 D8 G1 00 00 ......ovvvvvnnn.
] I [*]|i|o140 D8 01 GO 0O 01 G0 GO0 G0 ES 51 G0 00 00 60 01 60 ......... Q... ~
MFT #20770: \Windows\SystemApps
Here is a screenshot of one of the non-leaf INDX clusters for C:\Windows\System32.
The Visible File System - /dev/sda3 (as superuser) - 9
Open GoTo Print Extract Image Help
[ Tree View | Search View | : | —— || —= || — || — || — || —
| = || - || BIOS Parameter Block || Root Directory | Sect: 1908624 (Clust: 238578)
& cdosys.dll = MFT #53667* @1 2 34567 89 ABCDETF
INDX @VCN #35 (0x23) (cluster 238504)* 49 4E 44 58 28 00 09 00 9E 7C 44 A3 00 00 00 00 INDX( [D..... 2]
o C_BE9.NLS -= MFT #54204% 5D 00 00 00 00 00 00 00 28 00 00 G0 08 06 G0 00 m....... [ =]
INDX @VCN %53 (0x35) (cluster 238522)* E8 OF 00 00 01 00 G0 00 S5E 00 00 G0 D4 01 D4 01 ........ P
o= dwminit.dll -= MFT #54589+% 00 00 G0 00 00 00 G0 00 00 00 G0 60 00 00 00 60 ................
INDX @VCN #71 (0x47) (cluster 238540)* A3 D1 00 0O 00 00 01 00 70 00 56 00 01 00 00 00 ........ pv.
o-iasads.dll = MFT #54956% OF 4C 00 00 G0 00 G1 00 E1 B9 DD DO C5 4C D4 01 Lo, L..
INDX @\WCN #91 (0x5B) (cluster 238560)* El B9 DD DO C5 4C D4 0L 80 C7 D1 38 59 78 D4 01  ..... L., 8Yx.
& KBDUSR.DLL -> MFT #55304% 94 A6 ES 17 65 78 D4 01 00 50 10 00 00 00 00 60  ....ex...P......
INDX @\VCN #108 (0x6C) (cluster 238577 )% 00 44 10 00 00 00 00 00 20 00 04 00 6E 00 06 00  .D...... ...n
o= mmc. exe.config -> MFT #55604* 0A 00 63 00 64 00 6F 00 73 00 79 00 73 00 2E 00 .c.d.o.s.y.s
INDX @VCN #128 (0x80) (cluster 238597)*% 64 00 6C 00 6C 00 69 00 06 00 00 00 00 00 60 00 d.1.1.1

B =Y + ol BACT wCCOC A%

An

{4

INDX @238578: \Windows\System32

If you were searching for a name that was between dwminit.dll and iasads.dll then you would go to

INDX 238540 to continue your search.

Unit 11.9 — Efficiency of B-Trees

The efficiency of the search in B-Tree is dependent on the “fanout” of the nodes. Fanout is a measure
of how many children each B-Tree node has. Ilooked at the nodes at the second level of the B-Tree for

C:\Windows\System32 and most of the nodes had 17 children. So, for simplicity, let’s make a model

where all nodes have 17 children. That means that each node has 16 items in it. Let’s also assume, as
in the System32 directory, that the B-Tree has 3 levels.
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The first level has 16 items. It has 17 children.

The second level has 17 nodes, each with 16 items in each node. That makes 17*16 = 272 items in the
second level.

The third level has 17*17 nodes, each with 16 items in each node. That makes 4624 items in the third
level.

Adding these up we get 16 + 272 + 4624 = 4912 items in the tree. To search the entire tree we need to
look through at most three nodes. That means that we really only actually need to look at 3*16 = 48
items. That’s about 1% of the total number of nodes in the tree. If the tree had four levels the
percentage would be even smaller.

Unit 11.10 — Forensic Data in Split Nodes

When a node splits half of the data is copied to a new node. In the existing node, the pointer to the end
of the items is moved over, but the data is not zeroed out after the pointer. Therefore the existing node
contains a snapshot of what was there before the split. That data will remain there until the space is
used by data added after the split.

Here’s a screenshot of the VisibleFS program showing the abandoned data after a node split:

The Visible File System - /dev/sda3 (as superuser) =
Open GoTo Print Extract Image Help

l/Tree View |/Search View | || <256 || —> || — || 1= || 16— || 256 |
| < || > || BIOS Parameter Block || Root Directory | :E - 1907864 (Clust: 238483)
¢ INDX #238483 - System32 - 61 2 3 45 6 7 8 898 ABCDEF
¢ Path OF 00 41 00 76 00 65 00 72 00 61 0O 67 00 65 0O JAv.e.r.a.g.e. -
\Windows\System32 52 00 6F 00 6F 00 6D 0O 2E 00 62 00 69 00 6E G0 R.o.o.m...b.1.n. ||
o= INDX Header ES DO 00 00 00 0O 01 G0 70 OO S5A 0O QO GG 00 0O ........ [
o Details OE 4C 00 00 0O 00 01 00 57 60 AQ D2 CS 4C D4 ol Loco-c: R
? Node i S7TE0ADD2CS4C D4 0L BBE4BF 37359780401 W...L..... Trx..
o= AuthBrokerUldll -= MFT #53464* J|@7E0 F1 97 37 17 65 78 D4 O1 00 40 01 00 00 00 00 00 ..7.eX...@ .....
o= authentication.dll -> MFT #53465* ;| 07F0 00 38 01 0O 0O G0 0O G0 20 00 04 00 6E 60 82 60  .8...... ...n..
o= AuthEst.dll -= MFT #53467#* ;@8O0 OC 00 61 00 76 0O 69 OG0 63 00 61 00 70 00 33 00 ..a.v.i.c.a.p.3.
o= authfwefg.ll -> MFT #53471% ;| 0810 32 00 2E 00 64 00 6C 00 6C 00 4A 00 00 00 00 00 2...d.1.1.J.....
o AUthFWGP. dIl -> MFT #53470% i @820 00 0O OO0 0O OO 0O 00 OG0 10 00 00 00 02 00 00 00  ..........0vvve.
o AuthFWSnapin.dll -> MFT #53535% 70830 31 83 C7 ADC54CD4 01 31 83C7ADCS4CD40l 1....L..1....L..
o AuthFWWizFwk.dll -> MFT #53473+* ;{0840 F1 46 92 37 50 78 D4 O1 31 83 C7 AD C5 4C D4 01  .F.7¥x..1....L.. ||
o AuthHost.exe -> MFT #53474% ;| 0850 00 80 0O 0O 00 00 00 00 C8 77 OO0 00 00 00 00 00  ......... W 3
o= AuthHostProwy.dll -=> MFT #53472% i 0BED 20 0O 00 0O 0O 0O OO OG0 08 00 61 00 76 00 72 00 PR AN R
o= guthui.dll -= MFT #53477% 0870 74 00 2E 00 64 00 6C 00 6C 0O OO OO OO0 0O 01 OO .
o= authz.dll -= MFT #53476% ;| 0880 EF DO 00 00 00 00 G1 00 70 00 S5A 00 00 00 00 00
o= autochk.exe -= MFT #53486% ;| 890 OFE 4C 0G0 00 0O 00 01 G0 SA 54 3A C1 C5 4C D4 01
o autoconv. exe -> MFT #53402% i GBAO SA S4 3A C1 C5 4C D4 01 F1 46 92 37 59 78 D4 01
o= autofmt.exe -= MFT #53493* ;| ©8B0 SA 54 3A C1 C5 4C D4 01 00 CO 01 00 00 00 00 00
o= autopilot.dll -> MFT #53478* i GBCO 00 B2 01 0O 0O 0O OO GO 20 00 G0 00 00 0O 0O 00
o= autoplay.dil -= MFT #53479% ;| ©8D0 OC 00 41 00 78 00 49 00 6E 00 73 00 74 00 53 00
o= AverageRoom.bin -> MFT #53482% ;| OBED 76 00 2E 0O 64 00 6C 00 6C 00 4A 00 00 0O 0O 00
o avicap32.dll -> MFT #53481* ;| G8F0 ED DO 00 00 00 00 01 00 70 00 S5A 00 00 00 00 00
il 0900 OE 4C 00 0O 0O 00 O1 G0 A 54 3A C1 C5 4C D4 01 |
(910 SA S4 3AC1 C5 4A4C DA 01 F1 46 92 37 59 78 D4 01 .

INDX @238483: \Windows\System32

On the left and right the last directory entry is highlighted. After that you can see the file names
“avrt.dll” and “AxInstSv.dll”.
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It’s a longshot, but there may be some forensic value in these abandoned directory entries. A file that

was deleted long ago may still have a directory entry in the slack space of an INDX cluster. It can

provide timestamps and an MFT number. If you’re lucky that MFT may simply be marked as deleted

but still contain ownership information and even cluster allocation.

Unit 11.11 — The Big Picture

There is much more to NTFS than what we have seen here. There is ownership, access permissions,

journaling, reparse points, etc. But what we have seen is the basics of navigating through the file

system. It goes like this:

Given a path, you start in the root directory (MFT#5). The $SINDEX_ROQOT attribute may contain the

entire B-tree in a single node, or may point to one or more INDX clusters where the remainder of the

B-tree is stored. In any case, you traverse the B-tree looking for the next item in the given path.

Eventually you end up at the MFT entry for the file you are looking for. The MFT entry has the
allocation for the file in the $DATA attribute. That's it...

...except that there are many variations on that theme. Here's one.

For small files the file itself is sometimes stored entirely inside the MFT entry itself. The screenshot

below shows that case.

Open GoTo Print Tools Help

The Visible File System - /dev/sdi2 (as superuser)

Tree View rSearch |

| <256 |[ <16 |[ <1 |[ 15 |[ 165 ][ 256>

| = | | BIOS Parameter Block || Root Directory |

¢ MFT #9962 - desktop.ini (file)
¢ Path
\Users\desktop.ini
o MFT Header
o $STANDARD_INFORMATION
o= $FILE_NAME = desktop.ini
T $DATA
o~ Haader
o~ Resident header
Data length: 174 (OxAE)
Offset to Data: 24 (0x18)
Data

|sect: 6311380 (Clust: 788922)

61 2 3 4567 89 ABCDEF

G100 2E 00 69 00 6E 00 69 00 20 00 00 00 C3 00 00 00
;| 0110 00 G0 18 00 OO OO 01 0O AE G0 00 00 18 00 00 00

1]

‘ MFT #9962: \Usersi\desktop.ini

Note the file starts with “FFFE”. That's the byte-order-mark (BOM) for UTF-16LE.

Another variation is hard links to files. A given MFT entry may appear in multiple directory entries in
MFT's and INDX clusters. In this case they have extra SFILE_NAME attributes, each one with a
different parent MFT. Here's a screenshot of that case.
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v The Visible File System - /dev/sdi2 (as superuser) - 4+ X
Open GoTo Print Tools Help

Tree View | Search |

| <256 || <16 || = || e || 16- || 256> |

| < || = || BIOS Parameter Block || Root Directory | Sect: 6311424 (Clust: 788928)
7 SFILE_NAME = write. exe === 0 1335089507 E0ABCEDETF

o Header G120 11 1E G0 00 00 00 0L 00 C4 E9 DD 45 A3 6A DL O ........... Eq.. |&

o Resident header ;| G130 C4 E9 DD 45 A3 BA D1 0L C4 E9 DD 45 A3 BA DL 01 ...E.j.....E.]
Parent MFT: 1564 (0x61C)* ;| G140 C4 E9 DD 45 A3 6A D1 0L 00 00 00 00 00 00 00 00  ...E.j..........
Parent Sequence number: 1 (Ox1) | |5 o150 o0 0o GO 0C GO G0 GO 00 20 G0 0O 00 60 G0 00 B0  ........ .......
Created: Mon Jul 12 18:41:00 CDT 2009 i ole0 09 00 77 G0 72 00 69 00 74 00 55 00 2E 00 65 00 ..w.r.i.t.e...e.
Modified: Mon Jul 13 20:14:45 CDT 2009 Jle17e 78 00 65 00 0O 00 0O 6O 30 00 00 00 70 60 60 88 x.e.....0...p...
MFT Modified: Thu Feb 18 17:22:46 CST 2016 ;o180 0O 60 G0 00 G0 00 05 00 54 00 00 00 18 00 01 00 ........ Toveinn. L
Accessed: Mon Jul 13 18:41:00 CDT 2009 ;o190 1C 05 G0 00 G0 00 Ol 00 51 49 C1 60 13 04 CA OL  ........ or.~....
Allocated size of file: 12288 (0x3000) ;| olae 70 EA F7 7B 20 04 CA Gl 7A F6 99 46 A3 6A DL @1 p..{ ...z..F.j..

Actual size of file: 9216 (0x2400)
o= Flags: 0x20 archive
Reparse value: 0 (0x0)

| @1B@ 51 49 C1 60 13 04 CA 01 G0 30 00 00 G0 G0 GO GO  QL."..... Bereoo-
OLCO GO 2400000000 0COCGE2000000000000000  %...... ....... =
Ol00 09 B0 77 00 72 00 69 00 74 00 65 00 2E G0 65 B0 . .w.r.l.t.e...e.

Length of name: 9 (0x9) ‘| elEG 72 60 65 0O 0O G0 G0 0O 20 00 00 00 70 G0 00 00 x.e.....0...p...

o~ Namespace: 0 (0x0) - POSIX ;| G1F0 00 00 00 00 G0 00 0F 00 54 00 00 00 18 00 2D B0 ........ T -

Name: write, exe {0200 C4 01 00 00 00 00 01 00 51 49 C1 60 13 04 CAOL  ........ [0 A
9 $FILE_NAME = write. exe @210 70 EA F7 7B 20 04 CA Ol DA S7 9C 46 A2 64 D1 01 p..{ ... W.F.j..

o= Header i @220 51 49 C1 50 13 04 CA 0L G0 30 00 00 G0 G0 00 00  QI.7..... ...

o Resident header ||| @230 o0 24 0O 0C 00 G0 0O 00 20 60 00 00 60 G0 00 00  .§...... .......
Parent MFT: 452 (0x1C4)* ;0240 0O GO 77 00 72 G0 69 00 74 G0 65 00 2E G0 65 00 . .w.r.i.t.e...e.
Parent Sequence number: 1 (Ox1) §§ 0250 72 00 65 00 00 00 00 OO0 80 00 00 00 43 00 00 00 X.e......... H...
Created: Mon Jul 13 18:41:00 CDT 2009 20260 01 00 00 00 00 00 03 00 00 00 00 00 00 00 00 00 ... .. ..vvrvr..
Modified: Mon Jul 13 20:14:49 CDT 2009 f|e270 02 60 G0 00 GO G0 G0 00 40 G0 00 00 G0 G0 00 60  ........ Bevrnnn
MFT Modified: Thu Feb 18 17:22:46 CST 2016 —1|:| 9280 00 30 00 6O 60 00 00 00 0O 24 G 60 60 60 00 60 .0....... [ T —
A A bMean il 12 12:41.00 COT 2000 mPon AR 24 AN AR AR AA AR AR 31 A BN 30 A7 AA S0 SR 3 1 n P >

‘ MFT #9984: \Windows\System32\write.exe

Note that the first SFILE_NAME attribute points to MFT entry #1564 as its parent and the second
points to MFT entry #452 as its parent. The path to MFT entry #1564 is “\Windows\System32” and the
path to MFT entry #452 is “\Windows”. This is known as a “hard link” in the file system. This file
actually has two other $FILE_NAME attributes that point to other MFT entries as well (the names are
long and messy, probably for internal system use).

Another thing to notice at this point is that sometimes the same item appears multiple times in a
directory listing. This is usually to accommodate the DOS names and long file names. Here is a
screenshot showing this:

v The Visible File System - /dev/sdi2 (as superuser) - + X
Open GoTo Print Tools Help

== A <256 || <16 || 1 || 15 || 16> || 2565 |
| = || = || BIOS Parameter Block || Root Directory | Sect: 32 (Clust: 4)
¢ INDX #4 -\ E:—-—-Gl23456?89ABCDEF
¢ Path 0pe0 49 4E 44 58 28 00 09 00 6B 18 38 08 00 00 00 QO =
\ 7| GOLO 01 0D 0O 0O OO OD OO GO 28 GO0 00 00 38 O3 0O OO =
o INDX Header ;|oez20 E8 6F e 60 GO 66 06 08 13 60 85 80 05 60 00 00
o Details 7| O30 00 0D 70 0O 34 OO 4D OO OO GO 0O 0O 0@ OO DO O
¢ Node ;| G040 3C 00 00 00 G0 00 01 00 70 G0 5C GO GO QO GO0 00
o= Program Files -= MFT #60* ;| G030 05 00 G0 00 00 00 05 60 33 95 AB F9 2B 04 CA 01
o= ProgramData -> MFT #215* 0060 07 00 A8 CF 86 6D D1 01 07 00 A8 CF 86 6D D1 a1
o~ PROGRA~1 -= MFT #560% | 0670 07 60 A8 CF 86 6D D1 Ol 00 G0 0O G0 G0 00 060 00
o PROGRA~2 -=>= MFT #215% 0080 00 00 00 00 00 00 0O 00 G1 00 00 10 00 G0 00 00
o Recovery -= MFT #14909% ;| 0090 ©D 61 50 00 72 00 6F 00 67 G0 72 G0 61 00 6D 00
o System Volume Information -> MFT #10238% QOAD 20 00 46 00 69 00 6C 00 65 00 73 00 00 G0 G0 00
o SYSTEM~1 -= MFT 210238* | GoB0 D7 00 G0 0O 00 00 01 00 68 00 58 0O OO 00 00 00
5| 00Ce 05 00 00 00 00 00 05 00 1B BS E4 F9 2B 04 CA 01 |
{oebe 95 0A OF 08 3A 04 CA 0l 95 22 EO EF A3 64 D1 01 ; " 1 hd
‘ INDX @4: \

Note that both “Program Files” and “PROGRA~1" both point to MFT entry #60. Same for “Program
Data” and “PROGRA~2”. This may have forensic value in that there are four more timestamps to look
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at. If a suspect used a program to alter timestamps it is possible that it didn't alter all of them.
Another variation is alternate data streams. A given file can actually have more than one allocation

of data. The first one is the default and the others are given names. Below is a screenshot of an MFT
entry with an alternate data stream (mutiple $DATA attributes).

v The Visible File System - /dev/sdi2 (as superuser) -
Open GoTo Print Tools Help

Tree View | Search |

<256 || <16 || = || e || 16- || 256> |

| < || > || BIOS Parameter Block || Root Directory |:E ect: 6291472 (Clust: 786434)

. . |- 01234567809 ABCDEEF
et sBadClus (fle) [00S0 E2 FE 4E FA A2 6A DI OL E2 FE 4E FA AZ GA DL 01 . N..3... N..]..
\$BadClus | 006 E2 FB 4E FA A2 6A D1 01 E2 FB 4E FA A2 6A D1 @1 ..N..J....N..]..
. s | @670 06 00 08 60 B0 00 00 00 08 BB B0 00 00 00 0B BB ................
L SSTANDARD, INFORMATION | @080 00 00 00 00 60 61 00 0O 00 00 B0 66 06 00 0 O ................
L AELE NAME— $BadClus | @090 00 00 00 60 00 00 00 00 30 00 B0 0O 70 00 00 GO ........ 0...p...
L A | ooAB 00 60 18 00 00 00 03 00 52 80 00 83 18 0B 01 8  ........ Rioooen.
e Hender /| 0oBo 05 00 00 00 08 00 05 00 E2 FB 4E FA A2 6A D1 G  ...... N
L R header | ooco E2 FB 4E FA A2 6A D1 01 E2 FB 4E FA A2 6A DL G1  ..N..j....N..]..
Dats length: 0 (0x0) | 0000 E2 FB 4E FA A2 64 D1 01 00 00 08 00 80 00 00 00 . .MN..3..........
Offeat 1o Dater 24 10x1) | o0E0 00 00 00 60 GO 00 80 00 05 60 GO 00 B0 G0 0O B8 ................
il /| 00F0 08 03 24 00 42 00 61 00 64 00 43 00 6C 00 75 00 . .$.B.a.d.C.L.u.
& sDATA | @100 73 00 00 60 GO 00 B0 00 B0 60 GO 00 18 00 00 B8 S...............
e der | 0110 00 00 18 00 08 0O 82 00 0O 00 08 00 18 00 00 00  ................
L N ident header 0120 80 00 0O 00 50 00 80 00 01 04 48 00 00 00 O1 00  ....P.....Q.....
e |e30 oo o oo oo G0 GO GO GO FE4E B 0O BB GR BB GE ... Ke.....
b Run #1 (sparse) | 140 48 00 00 00 00 00 0O 00 0O FO BF 64 03 00 00 08 H.......... do...
b i /| 0150 B0 Fo BF 64 03 00 80 00 0O 60 08 00 80 00 00 B0  ...d............
|| 0160 2470042100761 700764700 03 FF 48 36 00 00 00 00 §.B.a.d.. K6. ...
‘|70 FF FF FF FF 00 0A AR A AA A 18 A0 00 AA 62 0A

4]

‘ MFT #8: \$BadClus

Note that the first $DATA attribute doesn't have a name and the second has the name “$Bad”. This
MET entry is used to keep track of bad clusters on a drive.

The same MFT also has a sparse data run (see screenshot on next page). Note the the run string is
“04 FF 0A AF 01”. The “04” tells you that there are 4 bytes in the run length and 0 bytes in the

starting cluster. Sparse files have zeros in entire clusters and these clusters are marked with
placeholders like this and are not stored on the drive.

Also note that the first $DATA attribute has no clusters allocated. This means that it is an empty file.
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v The Visible File System - /dev/sdi2 (as superuser) - +
Open GoTo Print Tools Help

Tree View | Search |

<256 || 16 || - || e || 16- || 256> |

| < || = || BIOS Parameter Block || Root Directory ect: 62901472 (Clust: 786434)

---- @1 2 3 45 6 7 8 9 ABCDEF

¢ MFT #8 - $BadClus (file)

00 00 1 00 00 00 03 00 00 00 00 18 00 0L 00
05 00 00 00 00 00 05 00 E2 FB 4E FA A2 6A D1 OL
E2 FB 4E FA A2 6A D1 01 E2 FB 4E FA A2 6A D1 OL
E2 FB 4E FA A2 6A DL Ol GO 0O OO Q0 QO 00 QO 0O
00 00 G0 00 00 00 G0 00 06 00 00 00 G0 00 GO 00
08 03 24 00 42 00 61 00 64 00 43 00 6C 00 75 00
730000 00 00 OO GO 0O 80 00 00 00 18 00 Q0 00
00 00 12 00 00 OO G2 00 G0 00 G0 00 18 00 G0 00
20 00 G0 00 50 00 G0 00 G1 04 40 00 G0 00 Q1 00
00 00 G0 00 G0 00 G0 00 FE 4B 36 00 G0 00 QO 00
42 00 G0 00 00 00 G0 00 G0 FO BF 64 02 00 00 00

¢ Path
\$BadClus
o~ MFT Header
o= $STANDARD_INFORMATION
o~ $FILE_NAME = $BadClus
¢ $DATA
o Header
o Resident header
Data length: O (Ox0)
Offset to Data: 24 (0x18)

¢ $D£Ta;a 00 FO BF 64 03 00 G0 00 G0 00 00 00 G0 00 B0 00
o Header 24 00 42 00 61 00 64 00 @3 FF 4B 36 00 00 00 0O

o Mon-resident header FF FF FF FF 00 00 G0 00 00 00 18 00 G0 00 02 00
Name: $Bad 00 00 0O 00 18 00 G0 0O 20 00 G0 00 50 00 00 00

¢ Run #1 (sparse) 01l 04 40 00 G0 0O G1 0O OO OO GO 0O GO 00 OO0 OO

¢ Details FE 4B 36 00 00 00 G0 0O 48 00 G0 0O GO 00 QO 0O

Size byte: Ox3 00 FO BF 64 03 00 G0 00 00 FO BF 64 03 00 00 0O

00 00 G0 00 00 00 GO 00 24 00 42 00 61 00 64 00
03 FF 4B 36 00 00 G0 00 FF FF FF FF G0 00 Q0 00
00 00 G0 00 00 00 G0 00 G0 00 00 00 B0 00 G0 00
00 00 00 00 00 00 G0 00 G0 00 00 00 B0 00 3E 00

Run length: 2558298 (Ox364EFF)
First cluster: 0 (Ox0)
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MFT #8: \$BadClus
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